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Abstract. Rapid technical developments in Location Based Services (LBS)
lead to new applications and p ossibilities in many p ersonal and i nstitu-
tional sectors. LBS became a p owerful instrument in predicting consumer
behaviour and preventing crime. The dichotomy between privacy and secu-
rity leads to new ethical issues that have to be addressed. We are willing to
reveal our personal data at many occasions to get a s mall benefit or more
convenience in daily life. Although we are always lagging behind the latest
developments in respect to data protection and the privacy issue, the poli-
tics constantly has to adopt the law with regards to LBS, privacy and ano-
nymity. The trend is towards continuous localisation and tracking of certain
people or even the whole population. Users of electronic devices should get
the right to withdraw t heir c onsent for transferring location based an d
other personal data at any time. They also should get clear and comprehen-
sive information when and for what they give away their personal data and
location and their further use. The LBS research community s hould ke ep
privacy and ethical implications in mind from the very beginning of their
research projects and already ongoing research activities. M eanwhile L. BS
influences ev ery i ndividual’s life, hence et hical i ssues have to be d ebated
within the research community and taught our students. Technical Univer-
sities and especially the developers of LBS can no longer keep their credibil-
ity without cooperating with ethical experts or an ethical committee.
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1. Introduction

When we talk about LBS most technical researchers imply that it is mainly
about further enhancing technologies and algorithms including the devel-
opment of new advanced Apps to improve personal navigation and to de-
liver location oriented information just in time to a single person or group
of users. Technical developments of GNSS and other ubiquitous positioning
methods can become a very powerful tool when tracking an individual or a
whole population based on automated algorithms. Ng-Kruelle et. al. (2002)
elaborate it to the point in their paper “The Price of Convenience: Privacy
and Mobile Commerce” that due to technical developments users are often
only vaguely aware of the fact that they transmit their current location and
trajectory to navigation and guidance service providers while at the same
time r eceiving ag gregate i nformation based on data t ransmitted by o ther
users. In the following we pick up current d evelopments with re gards to
ultimate users and the LBS community where we question if the researcher
and p rovider h ave t aken p rivacy and data p rotection into a ccount ade-
quately.

For instance, in emerging Intelligent Transport Systems (C-ITS), the posi-
tions of all road users have to be transferred to and used by the service pro-
vider in order to improve ro ad safety and e fficiency o f t he r oad ne twork.
New technologies, such as cooperative positioning (CP) (or also referred to
as collaborative positioning) of a group of users (see e.g. Grejner-Brzezinska
and T oth, 2013) are developed in particular, to deliver m ore robust p osi-
tioning p erformance and t o i ncrease positioning q uality using shared in-
formation between the users that operate within a defined neighbourhood
(Kealy et al., 2014). Such developments show that user’s privacy frequently
is exchanged for convenience. Ng-Kruelle et. al. (2002) state that individual
consumers of such navigation services must always balance costs (e.g. loss
of privacy pertaining to personal location and driving speed) against bene-
fits obtained (e.g. navigational support, improved road safety, collision
avoidance, etc.).

Apart from commonly employed standard LBS services and the provision of
navigation s upport, se veral w orldwide re searchers a re f ocusing o nt he
analysis of th e m ovement behaviour o f p edestrian users using c ellular
phone data. Typical examples of investigated application fields include the
determination of c ommuting patterns f or d ownscaling o f m ovements in
road or street canyons, tracking of large crowds at mass events, studies of
tourist b ehaviours, s hoppers, p ublic transport users, etc. Here it is o ften
stated that the anonymity of the users is or shall be guaranteed. Research-
ers in Estonia (see e.g. Saluveer and Ahas, 2010) are using passive cellular
phone d ata from a m ajor provider for t heir studies. In contrast to active
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mobile positioning where the location of the cellular phone is asked follow-
ing a specific query, passive positioning datais au tomatically s tored i n
memory or logfiles of mobile operators (i.e. billing m emory, hand-over
between network cells, home location register, etc.) to the precision of net-
work cells. The d atabase of passive positioning data used in the studies is
the locations of all ‘calls out’ (calls initiated by the respondent, not received
calls) (see Ahasetal., 2010). The assigned random I D, generated by the
operator, which is not related to phone or SIM card number, but remains
constant for every phone, enabled them to identify the calls made by one
person.

Hence, t his possibility enables the researchersto link th e person’s c alls
throughout the whole study period. In this case the ultimate consumer has
no choice to give his informed consent to put his data at disposal or to dis-
agree, since he doesn’t even know that his data is being used to analyze sev-
eral aspects and to be turned into a source for population statistics. Such a
course of action poses a severe threat for cellular phone holders as the ran-
dom ID assigned to them keeps constant over a whole study period. Mobile
operators can then aggregate personal and private geographical data from
log files, such as location points or movement vectors. Mascetti et al. (2007)
argue that “in general, the association between the real identity of the user
issuing an LBS request and the request itself, as it reaches the service pro-
vider, can be considered a privacy threat. [...] Simply dropping the issuer’s
personal identification data may not be sufficient to protect user’s privacy”.
Therefore it should become mandatory to inform LBS users when and what
for they are giving away their personal data and location information but
that they also have the right of refusal.

The remainder of the paper is organized as follows: The price of conven-
ience which LBS users pay is elaborated in section 2 followed by a brief dis-
cussion of adopted anonymisation strategies for privacy protection in LBS
in section 3. The struggle b etween m aintaining privacy versus se curity is
discussed in section 4. Then in section 5 legislative and political activities in
the c ontext o f maintaining and p rotecting u ser’s p rivacy as pects arer e-
viewed. In the concluding remarks (section 6) the need and p ostulate for
the e stablishment o f e thical c ommittees at T echnical U niversities a nd/or
the cooperation with social scientists is raised.

2. The Price of Convenience

The publicist Frank Schirrmacher (Quarks & Co, 2014) argues that we are
almost unperceived navigated on the internet. For instance, advertisements
that are placed on the result page of a search engine, a book recommenda-

Page 317



LBS 2014

tion on an online booksellers start page that might be interesting, or a per-
sonalised add sent home by a discounter in dependence of changing shop-
ping habits of users due to changes in their life. An example would be a re-
action to pregnancy of a user. This happened to 16 year old girl in the US
whose parents found out that sheis pregnant because of all kind of baby
advertisements suddenly were addressed to their d aughter (Quarks & Co,
2014). Every day more and more data is collected from us, turning us into
specific usable ‘profiles’. Meanwhile every one of us is registered in several
profiles, whether it is shopping habits at the discounter, buying tickets for
cultural e vents on t he internet, se arch te rms i n se arch e ngines, c ookies
from web pages, surveillance cameras in public, and so on.

The population is beginning to get aware of that. More or less conscious and
with an astounding indifference, many people are willing to give away and
to disclose their data for a small b enefit or convenience. They negate the
fact that all their data is collected. There is a possibility that we may be in-
tercepted, monitored and tracked. 74% of the Europeans see disclosing per-
sonal information as an increasing part of modern life (European Commis-
sion, 2011).

“Digital technologies are setting down the new grooves of how people live,
how we do business, how we do everything” (Lanier, 2013). Quite a 1ot of
LBS are and certainly will be based on that life style. “We want free online
experiences so badly that we are happy to not be paid for information that
comes from us now or ever”. Lanier (2013) and many researchers for LBS
strive for a future where...“In a world of digital dignity, each individual will
be th e c ommercial o wner o f a ny d ata th at can b e m easured f rom t hat
person’s state of behavior”.

One application of LBSe ndedu pint hat parents tra ck their ¢ hildren
enforcing t hem t o answer th eir p hone call, o therwise th ey can r emotely
deactivate t heir m obile d evice. T hese children ares ocialized inb eing
tracked down all the time and we do not know how this will change the next
generation’s habits and understanding on privacy. Justice Louis Brandeis,
cited in Lanier’s B ook “Who O wns th e F uture”, (2013) gives us a r ather
radical definition of privacy. It is the “right to be left alone”. It is up to us to
set limits and toinitiate a broad discussion on the use ofour data with
regards to our privacy and its ethical and political dimensions. Values shape
people’s decisions, which in turn, determine human destiny. Any influence
on human values is a potential influence on the future (Sperry, 1983).

What we define as privacy and intimacy today is far from 100 years ago.
Our research o utcomes a re shifting and s haping ¢ ommon s tandards,
constantly influencing political and social structures as well as decisions, no
matter if we come from the ‘hard’ or ‘soft’ sciences.
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3. Anonymisation Approaches for Privacy Protection
of LBS Users

Several researchers raise major concerns for the protection of personal lo-
cation i nformation of LBS users. Damiani et al. (2009), for i nstance, de-
scribed an approach where the user’s privacy is protected based on forward-
ing the LSB provider a coarse instead of the actual user location. This strat-
egy is termed as ‘obfuscation’. Commonly employed techniques for privacy
preservation are spatial cloaking methods or spatial generalisation and they
are briefly introduced and discussed in the following.

Spatial cloaking i s extensively a pplied t o provide s patial k-anonymity. In
general, k-anonymised means that each record is indistinguishable from at
least k-1 other records with respect to certain identifying attributes. As de-
fined by Kalnisetal. (2007) this c oncept m eans in the context o f L BS:
“given a query, guarantee that an attack based on the query location cannot
identify the query source with probability larger than 1/k, among other k-1
users”. In order to prevent privacy violation, the LBS user can avoid provid-
ing his exact location and, instead, send to the service provider not his per-
sonal data but a generalised area that includes his location and the location
of other k-1 users. The LBS provider then replies to this generalised request
with the queried result which is the closest one to any point of the general-
ised area. Hence, the ID and exact position of an individual is replaced by
an anonymising spatial re gion (ASR) (also termed as cloaked region CR)
containing the client that i ssued the query and k-1 other users, while the
privacy metric is defined by the probability 1/k of identifying a user in the
respective ASR. In other words, then a set of candidate results that satisfy
the query condition for any p ossible pointin the ASR is sent by the ano-
nymiser to the LBS user.

Damiani et al. (2009) used the example that a p erson’s health problems
may be revealed if the person is currently inside or very close nearby to a
hospital. A hospital defined as ASR is obviously a sensitive place for certain
users. The authors demonstrate and argue that “privacy breaches may occur
because existing o bfuscation te chniques are unable to protect against the
inferences m ade by linking t he g eometric i nformation with the semantic
location which, depending on the perceptions of users, may represent sensi-
tive information. Thus protection of sensitive location information requires
techniques that are able to take into account the geographical context in
which users are located, in particular the semantic locations and the spatial
distribution of population, as well as the users’ privacy preferences”. Hence,
using such comprehensive techniques for the protection of location privacy
against location inference attacks the LBS subscribers can specify location
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privacy preferences about the places that they consider sensitive as well as
the desired degree of privacy protection.

Spatial generalisation is comprehensively discussed and assessed in M as-
cetti et al. (2007). The typical scenario assumes the existence of a so-called
Location-aware T rusted S erver ( LTS). T he se rver st ores p recise | ocation
data of all k users, using data directly provided by them. Hence, the LTS has
the a bility t o e fficiently p erform spatio-temporal q ueriest o d etermine
which or how many users arein a c ertain region. Then the L. BS provider
fulfils user requests and communicates with the user through the LTS. The
answer from the service provider is routed through the LTS to be redirected
to the specific user with a refined result (Kalnis et al., 2007; cited in M as-
cetti et al., 2007). The three main goals in such an anonymisation approach
are: (a) to guarantee the user’s privacy by ensuring that a sufficiently large
number of p otential users are not distinguishable fr om the issuer; (b) to
preserve the quality of service by minimising the size of the ASR area; and
(c) to be efficient, since it must be computed online (Mascetti et al., 2007).
As the first two goals are somehow contrary to each other regarding the size
of the ASR and therefore are partly difficult to be achieved at the same time
because of limited processing time and power, a LBS query result may not
be very precise and satisfy the user when he receives too many search re-
sults which are not relevant to his current location. Considered that only a
few other users are present at one time and they are spatially far apart from
each other, the ASR will be quite large. In this case, the user will only re-
ceive imprecise results from the service.

Kalnis et al. (2007) identified other challenging problems associated with
such g eneralisation algorithms. I n c ases w here a u serissues continuous
similar LBS queriesitis difficult to preserve a nonymity w hen the sa me
query from successive locations is asked. Then itis likely that an a ttacker
can disclose the identity of the querying user. Further problems may arise
when t he at tacker has a dditional i nformation ab out t he p references of a
certain user. The following example is used by Kalnis et al. (2007): when a
rugby fan is asking for the location of the nearest rugby club and his ASR
contains only other female users in addition to him, the attacker may infer
him as query source with higher probability.

As canb e seenfrom the exa mples d escribed above anonymisation ap-
proaches have several shortcomings and are not able to completely guaran-
tee the anonymity of a LBS user. “In practice, users would not be reluctant
to access a service that may disclose their political/religious affiliations or
alternative lifestyles” said Kalnis et al. (2007). Especially users c urrently
located at sensitive places, such as in a hospital (see example from Damiani
et al., 2009), normally are not willing to reveal their precise location and
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give up their privacy completely. Hence, further research and developments
are required for privacy protection of LBS users followed by an i nvestiga-
tion about the users’ willingness to give away their data. In the following
section the a mbivalence b etween m aintaining privacy of a p erson ve rsus
security is discussed.

4. The Strive for Maintaining Privacy versus Security

Beresford and Stajano (cited in Kido et al., 2005) point out that 1ocation
privacy is “the ability to prevent other parties from learning one’s current or
past location” thus the “protection oflocation privacyis one ofthe most
significant issues of LBS”. Location technologies developed over the years,
such a s GN' SS, cellular location-based so lutions, indoor p ositioning s ys-
tems, etc., have resulted in new services that m ake use of both location-
based a nd ¢ ontext-awareness. Enabledb y m odernt elecommunication
technology, co nvenient services promote ¢ hanges of 1ifestyle, th us ‘ total’
privacy is increasingly d ifficult — perhaps i mpossible — to m aintain. T he
benefit offered by each ‘convenience’ is in general associated with a loss of
privacy — that is, services can only be effectively provided when the service
provider h as a ccess t o th e c onsumer’s | ocation, p ersonalisation d ata, or
both (see Ng-Kruelle et al., 2002).

Meanwhile LBS are much more than every one of us can imagine. It is pos-
sible to retroactively track an i ndividual by creating its m ovement b ehav-
iour and profile. It is a highly fractured scientific field where one research
group, e.g. technical or social scientists, geodesists, geographers, cartogra-
phers, App developers, et c., sometimes only vaguely k nows th e results of
other research teams, not taking into account that their results in conjunc-
tion with the results of another team can be used to create a totally new and
questionable tool. Nowadays LBS data became part of a lucrative business
for trusts like Google, A pple, S amsung, etc. T hey are of s triking m ilitary
interest and of eq uali nterest f or i ntelligence s ervices. LBSd atacanbe
turned into a powerful instrument, when e.g. at the first sight harmless data
and tools that h ave been d eveloped in L BS research projects are b rought
together and m erged. P oliticians and p olice d epartments ar e u sing L. BS
generated d ata for c ontrolling p arts o f cities and su spicious citizens. The
collection of big data and d ata mining are wide spread and most of us do
not know when and which data of usis collected. That also happens with
data we generate and track for LBS. It s eems likely that within the next
following five to ten years, when looking at the sky, we might see five Un-
manned A erial V ehicles (UAV’s), three of them are d elivering parcels but
the o ther two are f ollowing u s at e very m ove we m ake tu rning u s i nto
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suspects. This scenario is an example for how important itisto critically
consider and to q uestion th e technology that we develop with regards to
political and social e ffects, n ot t o m ention their liability f or a buse. This
implies the n eed to d iscuss potentially n egative ef fects within o ur own
research community and with social scientists to publish our warnings. We
argue that it needs a further step towards an ethics committee to investigate
together with social scientists the social, political and ethical dimensions of
a new research project and its possible outcomes.

What can be seen from Figure 1 is one and the same part of a city with four
different data sets such as social structure, crime rate, unemployment rate
and former detainees that can be merged for a certain district. In the U.S,,
such programs are already in use in some cities. In Chicago, the forecast is
derived from anal yses o f s ocial ne tworks and th e criminal files o f r ecent
years. The police computer creates a so called ‘heat list’ with the 400 most
dangerous citizens of the city. The list specifies who may be involved most
likely at the next shooting or major crime. The police visits these citizens for
prevention purposes and warns them not to commit serious crimes. So on
one hand the population in such high crime hotspots loses a part of their
privacy, on the other hand the police can grant more security. In fact due to
this m easures in Chicago the crime rate dropped by 38% (Quarks & Co,
2014).

Figure 1. Merging different data sets for crime prediction (Quarks & Co, 2014).

On a national and international level public policy, law and regulation con-
tinually have to strive for politically d efensible positions involving protec-
tion of individual rights and collective security (Ng-Kruelle et al., 2002;
Perusco and Michael, 2007).

The EU research project CAPER (2014) will go one step further. It is
planned to investigate all of us at an unprecedented scale. All available data
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on the network of a person such as photos, videos, sounds, other files are
planned to be tracked and evaluated by computers. The goal is to make im-
pending crime of a person predictable in order to thwart them. Public sur-
veillance cameras are used for screening unusual behaviour of passers-by.
“We slowly r ecognise t hat s cience a nd t echnological p rogress at b est can
cause that more people can live a better life. However, this is achieved only
for a ¢ ertain time until new boundaries appear on which the same and in
addition other problems arise that might even be bigger” (compare Sperry,
1983). At the moment streetlights are equipped with surveillance cameras.
Hence it becomes very cheap and efficient to combat crime. In the future, it
is likely that completely automated U AVs with cameras and 1ocation sen-
sors including GNSS and inertial sensors (see Figure 2), can merge datasets,
such as judicial rulings, police protocols and will be able to create m ove-
ment profiles and can detect conspicuous behaviour of any suspicious per-
son. Whereas el ectronic s urveillance clearly was seen as ani ntrusion on
personal freedom, today, many in the US would be willing to accept privacy
restrictions and allow t he g overnment far “greater liberty to use s urveil-
lance t echnology t o combat t errorism” (Olsen and H ansen 2001, citedin
Ng-Kruelle et al., 2002).

Figure 2. Tiny UAV equipped with a camera and location sensors (RIANOVISTI, 2014).

5. Legislative and Political Activities

On the webpage of the German government commissioner for data protec-
tion and freedom of i nformation, Schaar (2014) informs about using LBS
but there is no regulation, law or ethical standard and guideline relevant for
App developers, LBS researchers, providers or users. Schaar promotes that
providers should comprehensively i nform users of LBS in a dvance ab out
which data is collected and how and to whom they are sent. The data pro-
tection law is a mandatory requirement for the transfer and use of location
data with the subject's consent only. The users should have the possibility to
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withdraw their consent at any time. Furthermore, the customers of LBS
would be able to turn off the location temporarily or permanently. Schaar
argued that “the consideration of d ata protection isin theinterest of the
seller. Without adequate protection the expected success of LBS will be de-
nied”. He pointed out that the European Directive on privacy and electronic
Communication contains detailed rules concerning LBS that will be imple-
mented in the ongoing revision of the Telecommunications Act in Germany.
The data protection supervisory authorities will ensure that these require-
ments of the companies are respected. From the perspective of data protec-
tion, significant new risks may arise, said Schaar. There is a risk that data
can be p assed onto third p arties including movement p rofiles, personal
lifestyle and consumer behaviour. In this way data pools may arise that are
no longer controllable (Quarks & Co, 2014).

In 1950 Article 8 para 1 of the European Convention on Human Rights en-
sures and claims for a person to respect his private life, his family life, etc.
Several E uropean c ountries i ncluded this ar ticle i n p araphrases i n th eir
Basic Law. 1974, a resolution on the processing of personal data has been
adopted as a non-binding appeal to the Member States. The EU’s data pro-
tection rules, introduced in 1995, are outdated and need a comprehensive
reform to strengthen individual rights and tackle the challenges of global-
isation and ne w t echnologies. In 2010 a c omprehensive s urvey w as c on-
ducted on “At titudes o n D ata P rotection a nd E lectronic I dentity i n t he
European Union”. The results show that European Internet users feel re-
sponsible for handling their personal data but 90% would prefer equal pro-
tection rights across the EU and regulation should be introduced to prevent
companies from using people’s personal data without their knowledge.
Such companies “should be fined (51%), banned from using such data in the
future (40%), or compelled t o compensate th e victims (39%)” (European
Commission, 2011). In March 2 014 the E U C ommission anno unced p ro-
gress on the long awaited EU data protection reform. The EU Parliament
voted for an upcoming regulation that will establish a single, pan-European
law for data p rotection, re placing t he c urrent i nconsistent p atchwork of
national laws (European Commission, 2014).

6. Conclusion

“We are moving into a world where your location is going to be known at all
times by some electronic devices. [...] It’s inevitable. So we should be talk-
ing about its consequences before it’s too late®, said Smarr in 2003, Funder
of NCSA (National Center for Supercomputing Application) and now direc-
tor of California I nstitute for T elecommunications and I nformation T ech-
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nology. There is a lot of research and development going on in developing
algorithms to keep ones data and search request in private. Questions arise
like: How often is our research community thinking about values and ethi-
cal responsibilities? Are we aware of the social and ethical dimensions with
regards to research activities and p ossible future implications? Already or
in the near future does the lack of consciousness or failing to disclose ethi-
cal considerations have an effect on the credibility of LBS research? We are
certain that a lot of us do think about ethics, norms and values but only few
of us articulate and address this issue within their department, in public or
when publishing research results. “The future of the exact sciences is highly
dependent on whether or not the public in general is attesting them a com-
petence in the realm of values” (Sperry 1983).

From t he ve ry b eginning o f th e re search p rocess te chnical re searchers,
which are only working on th e improvement of ubiquitous p ositioning to
achieve a h igher av ailability, i ntegrity and reliability in any e nvironment
and m ore precise l ocation d etermination, should include the issue of t he
user’s p rivacy. Obviously it is not enought o develop new, innovative
technologies and to take thelead. It is time to think not only in technical
terms, but also its p otential danger in our newly c reated knowledge.
Moreover, the research results must have a positive impact on our society
and the future.

In his Book “Who Owns the Future” Lanier (2013) argues: “This is what
diverse cyber-enlightened business concerns and political groups all share
in common, from Facebook to WikiLeaks. Eventually, they imagine, there
willbe no more secrets, no more b arriers to access, all the world willbe
opened up asifthe planet were transformed into a crystal ball. [...] The
Problem Is Not the Technology but the Way We Think About Technology”.
In this re gard we apparently cannot expecto f the p olitics not o nly to
surround i tself with technical buta lso with social s cience and ethical
advisors. For researchers and developers, this means that they have to self-
regulate and set limits on their own. They need to scrutinize and control
themselves. Ethical c ounseling at T echnical Universities would be a first
step i n th is d irection, t he i mplementation o f an ethics ¢ ommittee th e
second.

An ethics committee does not mean to say no or forbid LBS research pro-
jects. This is not the implicit function of an ethics committee on University
level. It will first discuss and consult research proposals amongst them and
then provide a platform for a researcher or research team to examine the
implications of the ethical impact of research projects and its possible re-
search outcomes.
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In social sciences it is mandatory that, ethical questions have to be consid-
ered and addressed, not only when conducting data collection but also for
the ethical and moral impact of the expected results and consequences for
its i ndividuals, u sers or p opulation. O ver the p ast d ecade L. BS developed
very fast in m any re search directions. Hence, it becomes m ore and m ore
influential in everyone’s daily life privacy. Social scientists and scientists in
the health sector have one advantage, when it comes to difficult questions
with regards to ethical responsibilities and implications. They can or even
must state their research proposal to an ethics committee. We think that it’s
time that no longer only medical and social science faculties have an ethics
committee to support and counsel their researchers. We have shown that
also on Technical Universities the integration of the dimensions like ethics,
values, morals and political responsibility become a serious necessity to be
included in their research and teaching activities.

And as a final conclusion the authors are claiming;:

1. Privacy and data protection has to be openly and formally considered in
every LBS research project from the very beginning.

2. Ethics and re search ethics as asu bjecth ave tob e taught at every
Technical University.

3. Every Technical University has to implement an ethics committee or to
cooperate w ith a nother (Technical) University th ath asa ne thics
committee.

4. Privacy and data protection has to be part in every country’s Basic Law
and as academics we are responsible for promoting it.
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